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Abstract of JP1 1327438 
PROBLEM TO BE SOLVED: To provide an 
electronic watermark system capable of 
preventing original medium data and an 
embedded electronic water mark from being 
easily separated from each other without 
allowing much original medium data to flow out 
and capable of specifying an alterator even 
when the insertion/detection or the like of an 
electronic watermark is distributed to plural 
servers or clients. SOLUTION: A 1st electronic 
signature part 2 electronically signs inherent 
information inputted from a medium data 
inherent information input part 1. An inherent 
information calculation part 8 calculates the 
inherent information of medium data inputted 
from a medium data input part 4. A 2nd 
electronic signature part 9 electronically signs 
synthetic information synthesized from digital 
information inputted from a digital information 
input part 7 and the inherent information from 
the calculation part 8. An electronic watermark 
inserting part 5 embeds the electrically signed 
synthetic information in the medium data. 
When inherent information in data transmitted 
from a transmission part 6 coincides with the 
inherent information outputted from the 1st 
electronic signature part 2, a registration 
server part 3 registers the medium data. 
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j-m* Lmxmmru y 5 m e^ ^ 
^^A^$ti^fifE^f> rr-^^stssrt 

m* T4 7-T-9frb mm* f ^ rr- ^ *■ mfet&m 
nmmmLZM:. tntmsiiizmmbm&T 
4 7T-?iizmtt*zmmb<^mm£m-0 
m=Fm%itm2it. mmm-^m^m^m^fitzm 
m&fmmmmm?Mfr 1 b ixmm* f 4 rf - 9 

ii*<>*oifcittti»fc« tx mm* t 4 7t-9*t- 

[0017] *^fc:j:s«^a^majsijffli7-n^5 

^ r -f rf- 9 ipt>%=m& tz^m^ 
m& imtam7ti 9 ? a mm uztmmtkx-fo 
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- ? t , a* 3 ft*;* r rf- * # s> frism^* 1 l 

Tr-^coni^ffifgt fine* r 4 7f-^ciitr^i 
issnss^^i: &4-&< k twr*r-^-^ 

*» felWiEHWflWB aKEffflWfitefcK&f 4 tSWflf 

mmmmmmbM, mMztitzmmmzmizmz 
r- * t> mm uz%i-mnzm^\ mmx* 

[0018] 2|sf6BBK:«J:Sfl!l<D*^it*»U«iailM«irp 

«3>ta-^t. AJlZtl&XT4 7T-?Pt>m=? 

A^§ft£*r 4 7f-^frfe MfSmiSifrt- 

T-^^^bTftrtB^T 4 7r-?<0»*fft£S 
-tL ffiiE*^fr L#l^3ft>t*T4 7r-^*afc 
SII* f 4 7f- * <oiFf fflf fg&H-SS -fr. MiB* r 4 

aswflHR fc tiff BBWflmi&v mmmm^mm(z 

msmiit m m \z mmmmizmi-mm 
mcommmMVnb^, mnztitzm^wmmiz-wm 

k buIB^»0^ k S- Jt^S * , ; oifcKS* 

izfiix'j?%< t mmT-?<-zfrt>mztitzT 
-?<v&ii<m^itmiLx&-}}^. m&mcom& 
s sZTJ*&«n3yK*-firb<?)tiiJ]ii&iLx&ffli 

[0019] -f &;fc*>, ^"iBwSfjlJi'L^fA 

«fc*r< Tr-tmi&gcomTm&mixmi 

Xt3<. 

[ 0 0 2 0 3 4fc. ±IBtf)*T4 Tf-^flfilWfc* 
k LT«atr. 

[00 2 1 ] §fg*T4 7r'-?«§£ft.I>§$^- 



k. S^T4 7r-^WSIi#iS* 1 ^^tLTS^ 
t 4 7r"-?««>Lk l/tS5iaftfclII*tiBBk 
SifclRU -ifcU^^ll^T4 7r-^&T-^ 

[00 223 -*, ^f^7f-^^^l»L^ 
m-rs^TA-CliA^SixS^rV rT-?frt>9r? 

[0023] ^iri^s^L^mis^^T ^ 7f- 

^^WfV7f-MWtti^*ft, *<0B#ffi$R 

[00243 ±iE^«ia , r*«>fe*utiFtfflf fst sis 

3- F^atli £ftfc r 3 - K*S£ kJtKU ^cDitsK 
[002 53 4fc. ^fV7f-^*^l»L^ 

-areas? i/o*. 

[00263 «^@^tt^rV7T- 
*g:*<9Wffi£*m&»LtfMWk LTKAft. 3 fcfc 

[0 027 3 7U^r 4 7r-*0>iM|j«ffl£i& 
KfbNRk l/O^fcfcfc, H^T4 7r-^c0efit±J& 

ZbX\ #%<7)V-rt<7ttEtffi±l*i-<%&. 
[00283 

mwcommmm] mz, ^wommmiz^xm 
mi^mvxmmti . 0 1 i4#3M*o-3aiswicJ: 4 

{i^< r 4 7r-^H*ffi #A7JgP 1 i: . 

b , LlfAoP 5 k , ilfi^B 6 k , t 4 ^*^;Hff 

ISA*gP7k. l*flH®W98i:, mzco«^^S 

[00 293 *r 4 7T-^IH^ffifl?A7Jg|5 1 *»4>tt« 
; fjf*»Ltif A-ti^r 4 7T-^^H*fff^'A*§ 
<14. 4 7r- ?bim±W$>MW. JSCf 

^Pb\^tzT-9Xhh, 

[0030] ttz. *T<7<m% i mb\$*tit>0>T 
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?TDCT (Discrete Cosine Tra 
nsform) *<0^8U«#£@£fll« 

5/yj|f^A*H, SCIS93-13A, 199 3 

¥ ) ( OT. 5 i: -fl. ) ^teBH^S tuzmtfb 
4. 

[00 3 1 ] flSfciiffiBfcl^rab***, ffl«<^tft<ox 

t — ? *«5&r * £ t #ur J: < , mz-mum 

[0032] m-nm?m%^2texf < 7r-?m% 

rtmizWith. nttzammz^xtt. mi 
i* rii^B^j (m*m. ui#»wt . mmmm, 1 
997^) mmm^mztix^z. ttz. n?m 

ttr -f 5^/l*WrFfl**i: t"f fcftTCfc RS 
[00 33] *^0J^V^Ttti^lih^ah &fflv^ 
fc , *SMB«-HJtWt J: S HiSi^ I zsZTJ»?m\ > 

h^fm^mmtf^ i^^mozt zm. ix v > 

[0 0 34] ^t^7t-^A*S4J4« : F3S3&>U*# 

tf^f 4 7r-* J&WjhlBtf)*^ JPEG (Jo in 
t P h o t o g r a p h i c coding Expe 
rts Group) ^T IFF (Tag Image 
File Format) tU-5it7t-V7 h«f 

-**A;fr$-s¥&fc*fcs. x^mmz^ mm 

[003 5] @^rffiffitW»8li^r ^ Tt-9K1)U 
1 & A* IHTfflf fg^ltEt={±Hl^ffi#lt^gP8 



[0036] r -f ^^HffRA^aJT^tt^X hr 
~tl . ffiZWUL^S** 9 «J&-<tfB7#&a5 2 t p]« 

mkmmmtmxm^ztitzmffi&tziz&L 

fcflH8fc«?#&£ttU **>tiWi£m7SfrU¥A* 
SfcitifrTS. oiO. m^m^¥^9T-{iT^' 

[ 0 0 3 7 ] f * ^/Mff#A^7^c7)TV >W 

«=fl:*ffii: UTtt. @^ffi#f^8fr^a^T-? 
OftftSPfcr 4 x^MPBA^gP 7 fr6tf>T 4 >Wfif 

^7^KUcio&-ocor-^i ixm^-m&z 
nr. ^^mmmx-hmb^\ 
[0038]^, zhhfrmmw t>Mz±%^ 

[0039] LSASP 5 l±p< r ^ 7f'-^A^J 

»4 A A Sfifc* r * 7r- ^ *«^j§3&» LSrfflft 

-r^hmmbix, v?m*i,*wM, 

[0040] %=mfrLmx-$-h^mb ixn. mi 
am&9 - 1 9 1 3 9 4^&m*?mm&mmmo 9 

5/14289 "I dent i facta i on/a 
uthentification coding me 
tho'd and apparatus", f^ri/?}]/ 

>)A(SCIS) 97, SCIS97-26A) #0! 

[0041] mm 6 (im^ LffA^ 5 x-m^mfr 

U^fAStLJtr-^, r-f^/MSffi. HWtf^T 

^w^&is Lraflw--^ 3 fcSMttft . 

[0042] iWi, (?>R(4M-^>yhtgM§n/lL 
AN (Local Area Network) _ht\ 

II MilfSMTP (Simple Mail Tra 
nsfer Protocol) 
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3fit>ti%bK w±*mmmb-tz>bzbx*m 
[0043] %m-'<33i,m-<on z ?-w%®2x°m 

[0044] fMfr^>TO3tt£ft4>Ofl!tliHBR4 
fctt? #& , U*A fc* 7t ? , 

[ o o 4 5 ] 0 2 i4*«w<o^at«t i i 
* rr- ^fwitiRA^as 1 wm-<?mrfmm2# 

com? #&as 9 1 im&ztix ^ 4 . 

[ 0 0 4 6 ] 0 3 liawraw-^BWiK ± sm^m^ i 

*-h?*4. i<ifeBH~H4*«BUT*»!BO- 

[0047] xmn-mmizi im^m^L^XT- 

MZ* T 4 7f~ 9 ^SiTl^ L £*?A U *<D*T4 

tt — 9 -&m¥r-> m 3 \zmtth witft s . 

m<o-mtm\ t mmizimt 4 z 1 mmx& 4 . 
[0048] ±ia««^^ u^rASfijffl-r^wtc 

tt™>»L*#AbfcvM»±HT-**lPffiU H*ffi 
1811*858 h Ha^Sfcfflv vt *<^±ffl?-*<0H 

[0049] ±|E^^fr l^rA&fllffltSIII, 
SS-tftflffli&li* r 4 7r - *H#ffl*A:fjS 1 fcJJE 
c^iLBr-^EI^ff^A^U %-<n%Ftm%M 

2 vm-commcon^mz * #4 1 r e^-> 3 
tat. 

[0050] m-^n^m&^ii. mu*ttx->v 
mm. ■ jMftv 7b^i T^taaaiiT t t & < , 

SMTPSaWtfflv^»&»OT-^WJMt3<i4i 



xteffifb v&h t>K zz xnn=?-x mhtm 

l,zbb'ibXt5<. 

[005 1 ] ®-<03f!Iffl#(iHi§fc:*o»ihHT 
-*£*T4 7T-*A:^4£A#tl>. £*Uiasr 
ofOffl* (^f^rf-^wfit) #"-?-?)!?±Bt- 

fa^ ^ffiw u a- av;m T4T*%^xm*T4 

TT—9AWL4 \zXh-th Zbbtah (H3^r>y7° 
SI). ±E<0« : HI***L^!S-<0Hff 

9 Lmxn 5 atmtffifntmap s tin ^ 
t. 

[00 52] ffl*fflffllttt|[«8ttA*S*lfe»±BT- 

m9t,zW.i- (H3Xr-yTS2) . Sr^Jffl^Ji^ f 
<r Tr-^ A*»4*»feA^SfLfc#±Br-^fc*rU 
T JSft t/c V v«#£ . r -f ^*^/HB«A*ai5 7 teA*-*- 

tx\$wi&i><nmiLL>tihtzfr. zzxnmz 

[0053] t -f ^^;Hf|gA*gP7(±^-^iiffl^' 

9 (im^ffifiit^s frbmbtix # /sire 

fSfRfcr-f ^^^'HfgA^7/&^M^fLT#^^ffi 
(@3^T«yTS3) . -ecO^L^ffifg 

t»r<ofijffl#w*^«**iS L-c«™p t#Agp 5 

£tfc>rn> (03Xr-yrS4) . 
[0054] Iff A3 5 i±^< r ^ Tt—9 All 

9 T-«^W^*%§tL^^#ff % i: &^K4 1 . ffi±m 
t — ^ § fufelSftflMB 3*» Lfc L 
TSEO (13XT7TS5), SSftfllfRat^tfllffi 

6. 

[005 5] «^3§*»L*l¥ALfcB«{4*^TAW 
fcmart&»±mT-fi£XtiZttLXftbti& (H3X 

f»/rs i~s6) . 

[0056] %m-^m3&m~<7)% : ?m&mfrt> 
m&mcr)m^wm?-?vmt>tix<$,b (®4*t 
>yTs ii, si2, s 1 3 ) , m-com=?m%&2X' 

(04^r>x7°S14) . 



( 10) 



#M¥1 1-327438 



[ 0 0 5 7 3 -3u 9«W--A'W3«3M<iaS6j&»fcWf 
»*» LA 9 «ttikHT-*#i3te*LT < S k , o2 0 ^ 
T-f Tt— ^SIi^5l<"C"J)^l(f (H4Xr-yrs 1 
5) , ^if±Br-^«^W££«ti (!4Xf 

7/s i6), ;wf^ rr-^a»s*fc*fK't6 
wffimdfi&tija (i4xf77s 1 7 ) , mm&6ip 

>y7°S 18). 

[0058] %m-^3?mmmT-?<o-wc 
muiwk (I4xf7rs 19), mm6frhm 

4Xr>y7°S2 0) . »C!t f-^-XV7h 
^^aii&ff ^ i k . Sfilfw^ 3 Ttt 
Iff flURr- ? & k (H4Xf77S 
19). HWffiffi^-SC*SH^m*3yta-^ 1 3 
tiKjrtS (@4Xr«yrS22) . 
[0 0 5 9] ^W^1ME^LT{4CA (C 
ertificate Authority: MMM 

JiSSIWw ^ 3 £«fl> ffjtlf- fc*t LT 
frfcflS (l4Xr>y7°Sl 1-S2 2) . 

[0060] ®5i£*ffl&m<omim(iz£i>*T *r 
23t, mmm*&2 4 1 , i^fa- ksu2 5 

L A V S/aftlttlI2 6i:. r-^-^SS2 7fc, ^ 
•y^ffiM352 8k. tB^SHRSI52 9 k^fi§J$£tl 

[006 1 ] ^fV7f-^A*32 Ui^mfrL* 

Ztlte, Mttt»±M%t>tt. J PEG^T I F F kV"> 

"5^7t-77b cot- 9 z K-n-th^mzhtz i . <t 

[0062] UttJUS 2 2i&*T 477-9*. 

m2itizJfz.t,tvfi:XT4 7T-ffrt>. wmfri 
^mw-mmnxm^xo^ 

[ 0 0 6 3 ] *f ' 4 7T-*mm2 3 (i^r 4 7f- 
?M]&2lX'XJi2ti*:*T4 7T-?if>e>. *=F& 



4 7t-9 *ftmh . i 9 ftttttfcli, «^S*>L}fi 
ttigP2 2 k H-^rn^^^^^A-^-CHtf SixTW 

4. 

[0064] H^ffi fgH-^SP 2 4 Ji* r 4 7f-^M 
2 3 T'ffrKSftfc* r 4 7t-5 X r <r 7r- 

itf±IE«0XlK5fc:IBttSit"rv^ J: ofc. #±Br- 
?£7'0-y ^JJMttlOlMHfcU #7'P-y ^tDCT« 

*w>x*mm&&t:m'm t ^-m^irmh 

4. 

[006 5] r-^ / <--XgP2 7{S^T-f Tt-^^H 

?\,ztt%titzT4 : J?}\sm) ihmm^mb^x^ 

k l/Cli, H£tf*&#fc*W4flra&4£TtitttfJ 
<, KIEffl^ d r-(30V^Ti±T-^'<-Xgl52 7t=f§|ft 

TA^-TI. i 1 1> WC&S . *^T1i^lEilff#* 
Tti<Or-^-^952 7fcffittS<lTV^fc«Ofci- 

[0066] #&f 3- K852 5 l±@Wffifgt«^^ 

^-xa52 7*»fe«i!EfflfBf8Srtt3SfS. tjHEfflfflfffit 

[ 0 0 6 7 ] ;vy ^aHSS2 6 ttS^tf 2 4 

&t>m:x t 4 7T~?vmfi<mipt> . 

32 7 mmixmt>iifcw&k®mizm^tzmmm 

^^Sft&O^Ayj/aJffia ; b 
[0068] ^•yj/a«ttlR»2 8 iiZ^IScflAT] S- 

*4. aj*aSK»2 9^>ys/a«it«a52 80aj*fc: 

xn. mmmmmzix^ufiK miiizcD&D 
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[ o o 6 9 ] ei 6 \$*wj\<nmmmi l ziL&XT : 4 r 
m-tmrnmrnz^xmrnti . 

[ 0 0 7 0 ] ff , flffi#fcJ:43K5'*TAO*IJBfc 
%&~?X, T-fK-X^HiZliXTlTT—Swrn 

^mmmm*-t ixm^m^ t mm 

comwmt 3 fcfcjM*)^ S^l^fc jW*§8*rfl&3rJ: 
■513, : W>«iT-^« t JB'ifeiiTvi6«>«k't6. £ 

[007 1 ] fflfflif ft. 

iX^thb (I6Xf77S3 1 ) , *<DA*§*Ufc 
* r-f 7f- * HWFjSfr LtttBSfl 2 2 1 i o TH 
^*»L#«rtfJ3;h.4 (06^f77S32). 
*>U«iaj»2 2T-ttaiS^*^^L(±^T3-K 
352 5^^fLl>i:hitZ. **lfc*T-f 7r-*&tf 
tillli £ ilfe*^** U±* r 4 7r- ? #JS» 2 3 

[00 72] *t 4 7r-?ffr£#&2 3\$Xr 4 7f 

I. (06Xf77'S33)„ WfiifrUaTOjWlfc.* 
fVTr-^{±llWff#imgP2 4^fcjM^ix, H^rffi 

(Ea6^f-<yrS34) . *ft«l£IMf 
Wi^ -y i/ aft*® 2 6^i: . 
[ 0 0 7 3 ] a -y i^ftgSB 2 6 f2S*ffifB!t3ISI5 2 4 

**»&A.y^.igtetftfr* (06*T 7/S36) . 

[0 0 74] »«r3-^2 5ttfcd-*^)» 

*»U*T3-H-f5 (E6*T«yTS3 5) . 
[0075]A 7 S^figJtJR»2 8{±S«r3-K»2 
5 tf) r 3 - K SMI i: ' vy S" * IW* 2 6 ft S ilfc a 
■yiou«i:£Jt«L (H6^rvrS3 7) . fflfljaS? 
» 2 9 ttA -y ^.a eiHRS 2 8 WifcRfiiSfcai^ V 

[ 0 0 7 6 ] -tSrfcfc. ffi#jlKg|52 9iJ:;vyvaffiJt 
KSP2 STflJttKlsmtfMRfcfetf (H6Xr«yTS3 
8) , *ftfcj^RLfcB#tf)«yi (flUtf, ttttfPTC) 

&HfrfS (H6*tv7S3 9) . * 
fc, a}^3^«2 9J^7^AfiJt«aJ2 8Wit«*S 



(06Xf 7TS38) . 

tmtth (06X7 i -yrs4 1 ) . ±ia«s^ 

*T4TT-94X&ttl>Xfrhii& (l6Xf77S 
3 1~S4 1 ) . 

[0077] *^HJ<^fl&<0^tSWti. Wt*^<D-H 

rsifc-c. *^ 4T^-?<7m%m.)i i tti\z^h^i> 
titzT 4 vtivmi m-mmmh ; b 

[0078] =|k5|HB<0— ^JftMS.t/flfi<O^MsWI« . 09* 
tf*«y hv-^±T'n yr>-7&^MtT-^-W 

tcfflv^ e: b h . *<o*£*)t < iffjvmib 

mmcoumcotzibcow ms> o . aj:tt83?as2 9<9 

[007 9] 13L^*^ 
[ 0 0 8 0 ] £ fc, ^^HJO-^^JWflil^llliWC- 

i« : F»&tiirtiBfc^'j' s^a tw* i t mat ut 

* : F»feitt"rillfc:ffKW-*i*lttRI»*i: 
[0 08 1 ] c\<DS.o\z. vmfrLbXTiTT—? 

mb<mmm=mfrL<n-®bLxw.x*i. zt>iz 
mmzzmtzbizk^x. fg^mt>tb^47f 
-?b zftm uz o . mkmiwatfrz - 1 

[0 082] 7C<0^T^TT-^WiEW3SlX 

[ o o 8 3 ] § ^ mvt&mco-mm&vm 
T-j^x-n^ti^Mcommi bhc\b x\ mm- 

aWIE£ ffi± i^t <i-&c\b &X% h . 
[0084] 

imm&i M±mwuz£oiz*mte±titf, * 
§ titz* i : 4 7 : T—?frt>*T4 7T-'!?* mfetm 
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-a*? ? >r r y b izftwutzmsx-mmmfct 

[01] *^0J^-HffeMt «fc sm^** L AW 

[@3] *mn-mMiizx&*T&ipL#*jmi 

^■f 7 n-f-v - b T'$> S . 
[04 ] *«E«-Sta*WKJ:4.* , 5 f * Tt-^SHSOi 

[05 ] xmwmvmmizz&XT 4 7r-*a»fc 

x*hh, 

[06 ] *wft<nmmmK.±hXT i 4TT-9frb 



m,=m^L^mmthmm^^tyn~^~vx- 

1 *T4 7T-m%mxm 

2 m-com^mm 

3 l^-A'gp 

4 tTiTV-fMlto 

6 Mftgfl 

7 ^-f^MHBXS]* 

8 ffl^fflH8ttKa5 

1 i ^(^fftayf*-^ 

12 Il^fftnyba-^ 

13 SSH^Jjittnyt*-* 

2 1 XTiTT-f?di& 
2 2 mTOpLtttfJSB 

2 3 ^f^7f-^Mai 

2 4 E^ffi#ft3tSK 
2 5 K95 

2 6 A^afWf 
2 7 

2 8 Ay^ttfcRS 

2 9 EtlTJMKgP 
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